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Abstract

SA-RFID system is a combination of Situation-
Aware computing which is important and core field of
Ubiquitous computing, and RFID system. The goal of
this paper is to define a system that is suitable for
detecting abnormal behaviors like a crime and an
accident in a certain limited area. Our abnormal
behaviors detecting system is designed by the
architecture of transformational SA-RFID reader
system and SA middleware specialized in it. In order to
improve the reliability of the system, this paper offers
abnormal behavior judging models and explains
operation mechanism. We also integrate these models
and present the prototype of the proposed system. It
shows possibility of various expansions. Consequently,
the contributions of this paper are as follow: defining
the various models and evaluating it using SA-RFID
system and providing a user-customized system in
ubiquitous environment.

1. Introduction

The goal of ubiquitous computing environments is
to integrate the pervasive systems so as to optimize
them with their surrounding circumstances, and
provide user-customized service. The most promising
one of the existing research issues related to ubiquitous
computing is Situation-Awareness. It plays a role to
analyze and understand the relation between actions
and multi-contexts in the user viewpoint [1]. Systems
implementing ubiquitous environments don’t work
following their time-dependent processes, but
following the situations come from the environments
where the systems work. In other words, systems work
according to the very situation derived from time,
location, and user. Such a Situation-Aware system
provides most optimized service for users with
integrating and inferring a lot of situation information
from numerous resources [5].

 Hoh Peter In is the corresponding author.

Among the emerging ubiquitous technologies,
Radio Frequency Identification (RFID) supports a
remote monitoring and its transaction by accessing
some of information stored in a tag without any
touching of human. These RFID systems are now
being used in traffic, electronic currency, and Supply
Chain Management field [4]. In the recent time, with
the standardization trend of its technology, the existing
RFID technologies were standardized so that RFID
technology is now emerging as a fundamental
infrastructure in  ubiquitous environments with
supporting recognition coverage extension and tag
problems in economic and technologic perspectives.

This paper aims at integrating the general RFID
system with the concept of Situation-Aware
Computing, and ultimately, providing a user-
customized secure service for users. For achieving
such the purpose, this paper focuses on designing and
implementing a limited detection system for detecting
abnormal behaviors as a potential ubiquitous
application.

This paper consists of six chapters. In the chapter 2,
the definition, conceptual architecture, and four system
approaches of SA-RFID are presented, and then the
components of an abnormal behavior detecting system
and the detail architecture of SA-middleware used by
the detection system will be described in the chapter 3.
In the chapter 4, four detection models are presented in
detail and their evaluation for checking model
dependability are presented. Finally, the potential
usability of the proposed system is discussed with its
evaluation and comparison in the chapter 5 and 6,
including conclusion and future work.

2. Situation-Aware RFID system

2.1 Definition of SA-RFID system

SA-RFID system synthesizes a situation from tag
information and circumstances so as to improve the
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system efficiency. In the contrast of an existing
Situation-Aware system depending on traditional
sensors and their network, our proposed system
gathers information originally from RFID tags which
are already popular in practical usage in the recent time,
which makes our proposed system more utilizable and
practical. So, it can improve the practicality of RFID
system with applying situation-aware concept and then
extending situation-inference capability beyond only
identifying tags, which overcomes the conventional
mechanism of legacy RFID system gathering and
processing tags by a central server system.

2.2 Architecture concept of SA-RFID system

The following figure 1 is the architecture concept
of SA-RFID system [1].

RFID-F.
(RFID Reader)

(Situation
Lumreness)

Figure 1. Architecture concept of SA-RFID system

In figure 1, the RFID-T (RFID tag) means general
RFID tags and it plays a role of storing identification
information. RFID-R (RFID reader) reads and
interprets the information from RFID tags, and Data
Processing System (DPS) processes and utilizes the
information gathered by the RFID-R. SA core has the
information related to usage-policy and determines a
proper action after interpreting the situation
information passed.

e In order to develop such as RFID system
supporting Situation-Awareness concept, the
following functions are required.

e A function to gather situation information
from tags

®  Pre-defined Situation-Aware Interface
Definition Language (SA-IDL) applying SA
technology, and its usage-policy

o Inferring function to reason and determine
valid system action from tag information
gathered.

Basically, the functions above are all of
components consisting of SA-RFID system, and the
abnormal behavior detecting system proposed by this
paper takes advantage of them, providing a practical
ubiquitous application environments.

2.3 Classification of
architecture

SA-RFID system

The conceptual architecture of SA-RFID system
can be classified as follows. Four different types of
SA-RFID system architecture can exist in the
importance viewpoint of each component. Whereas, it
is the notable point that the SA-RFID system
previously achieved by us includes not only RFID
system but also sensors.

Component RFID-T RFID-R SA-S DPS
Classification & Sensors (Reader) (Situation sensor) (Server)

|

|
1 -Inference, Action

Type I
Situation Info.[—
T

Type IT DPS
-Action

Type Il

Type IV

[Situation Info.

i
i - Inference & Action i

Figure 2. SA-RFID system architecture classification [7]

e Type I : it means SA-DPS(Data Processing
Server) based RFID architecture system. In
Type 1, the traditional DPS part and SA core
are combined into a component, SA-DPS, so
that it processes wholly the tag information
coming from RFID reader and the situation
information gathered.

e TYPE II : Sensors and SA core are combined
into one component. Particularly sensors
gather the information and send it to DPS after
finishing its situation inference. Tag
information is separately processed in DPS.

e TYPE III SA-Sensor plays a role of
gathering simultaneously sensor information
and tag information and passing the inferred
situation information to DPS. In this case,
even though sensor has high privilege,
overhead is a problem.

e TYPE IV : Like a traditional RFID system
architecture, this type means a case of
extending RFID reader’s function. In other
words, in this architecture type, RFID reader
functions not only basic tag identification but
also capability in which it gathers, analyze,
and reason on situation information from
sensors all around.

Among the four types of SA-RFID system, the
concept of TYPE IV will be applied to our proposed
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abnormal behavior detecting system. This paper took
advantage of the type of architecture and presents a
detection model with a scenario.

3. Abnormal behavior detecting system

SA-RFID based abnormal behavior detecting
system plays a role of predicting a kind of crimes and
accidents in limited location, and the system aims at
preventing and responding quickly such as mishaps in
advance. In order to develop such the system, some of
assumptions are required as follows

Table 1. Assumptions of abnormal behavior detecting

Situation-Aware Middleware [2], which is a core
of abnormal behavior detecting system, is remodeled
and then embedded in a small mobile RFID reader.

As the figure 4, SA middleware consists of four

parts. SA DB stores circumstance situation information.

Resource Manager processes a variety of data and
resources. SA-IDL  pico-compiler converts the
processed data into SA-IDL format understandable to
SA manager which plays a role of customizing and
providing a user service

system
Assumptions Contents
scone Limited public space
P (e.g. subway and theater)

Entrance into the limited space means an RFID-T '
implicative agreement willing to use the

user service Figure 4. The detail architecture of SA middleware

(user’s location and tag information)
RFID-T They are installed in several places of public 3.2 Model of Abnormal behavior detecting

space having a certain gap
Small reader which can be equipped into
mobile device
DPS They exist in every limited public space

RFID-R

3.1 System architecture

The architecture among SA-RFID system
architectures [1] which is applied to abnormal behavior
detecting system, has a kind of capability enhancing
SA-RFID reader system extended from the concept of
a traditional RFID system. Therefore, the proposed
system has not only advantages in terms of remodeling
and utilizing, but also an advantage of low system
complexity. In addition, because RFID tag identifying
and situation information processing of a mobile
device are conducted just by one component, the
system has consistency in terms of channel using.

Nevertheless, this architecture has an overhead
disadvantage when comparing with other architectures
because of the telecommunication between RFID
reader and DPS and additional functions for gathering
the information from tag and mobile device.
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Figure 3. Redesigned architecture of SA-RFID
system

system

Operation mechanism of abnormal behavior
detecting system Using SA-RFID is as follows.

RFID-T RFID-R BA-core DF3
Tiocation —|
RFID-T T ari Tri .l
i _:>—> earion + lrime P Ll
Lal g
U ser L+ }—Ian
oo 1 —

Frospect fixed Tipcation atd Excess Tiy, - abniotmal

Info Tocation 15 distinguished from Ia and Excess Ttame - abnormal

(Ip) there ate so many same [y information - abnormal

Figure 5. Scenario of abnormal behavior detecting
system

Information of user’s location is collected from
RFID-T and at that moment also information of current
time is collected, then this situation information is
transmitted to DPS (Data Processing System) in
allotted area from RFID-R. DPS receives information
from user in Limited location then it transmits the
encrypted information which is composed of user's
location report in time sequence to RFID-R again. In
this process, DPS sends I,; to RFID-R and SA
Middleware which is the internal parts of RFID-R
compares I, with self-information and judges the
current situation. Hence, it offers I,,, a final product, to
user. User is ensured security in limited place like
public area through the abnormal behavior detecting
information which is proposed by I,.

Estimating basis about I, which is a final product
will be expanded by the continuous study but current
research suggests following models [3].
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Teme: i Tiocation - Tume €Xceeded the limited time
boundary In fixed Tiocation
- Regarding to being in a space during the
abnormal time.
- Determining as an abnormal behavior.
" Tlucation::lall::Ttime Tlocation is contrasted with Iall
and Ty, exceeded a limited time boundary
- Regarding to being in a by-corner space
during the abnormal time
- Determining as an abnormal behavior.
* Ly(k)::Ly(k+1) : Situation information represented
by Tiocation and Tyime is considerably equal to
I information
- Regarding as crowd to being in a space.
- Determining as an abnormal behavior.

4. Models for detecting abnormal behavior

Parameters composing our proposed models are as
follows.
Table 2. Parameters of abnormal behavior
detecting system

Parameter Description
Tiocation Location information from RFID Tag
the current time when reading tag
Tiime information
Location and time information of people
Lan who are same pl ; ;
place. (Tiocation. Ttime
Information of the outbreak alarm about
I, abnormal behavior in current situation.
(T\nrminn Ttimc)
User's current Situation information.
Lserr T T
( location, ! time)
T. The limited time of SA-core which is
time_sa criterion of judgment
The limited person number of SA-core
SA n which is criterion of

judgment

Procedures composing our proposed models and
operating our system through these parameters are as
follows.

Table 3. Procedures of abnormal behavior
detecting system

Description

Reading location information of RFID-
T
Recording the current time when
reading tag information
Transmitting various situation
information to DPS
Transmitting all people’s situation
information to user (encryption)
Inferring Situation through SA
middleware and producing Ip

Procedure

read_location()

getTag_time()

send_SAlInfo()

send_Allinfo()

judgment()

These parameters and procedures organize
proposed system model and aid recognizing detail
model framework and detection probability.

4.1 Tﬁme: :Tlocation Model

Tiime::Tiocation model 1is initiated with reading the
RFID-T by read loaction(), and then RFID-R receives
Tiocation information. The time when reading Tgcation 18
checked by getTag time() and it is Ty These time
and location information are gathered other situation
information, then this information unit is sent to DPS
from RFID-R by send SAlInfo(). DPS organizes the
transmitted information from each user, then sends the
encrypted all user's situation information to each user
again by send Allinfo(). The characteristics and
detection rate of the model is decided by how to handle
the accumulated situation information on the
connected process at a certain stage.

read_location() gelTag ime0  ppp.p _ Send SAIR0

RFID- SA- N
RFID-T ® Middlewar v iddleware 0 bPs

Send_AllInfo()
RFID
Middleware Tlocation = Tlocation
Time=
SA
Middleware

Ttime++
Figure 6. Tye::Tiocation model

if Ttime > Ttime_sa
Abnormal behavior

Time by getTag time() increases with the passage
of time but Ticuion by read_location() is not changed,
then this model regard current situation as abnormal
situation and inform a warning. At that moment The
limited time which is criterion of judgment, is Time sa
in SA-database that is the internal parts of SA-
middelware(SA-core). If the model informs a warning
but the current situation is judged normal situation, the
model updates the SA-database. On the other hand, the
model informs a warning and it is judged abnormal
situation, then the model recognizes success of
detection and maintain the SA-database.

Tlocatian = Tlocatian
| Tq‘r_ne = Tti_)zte ++ I (El) I
- Ithime> Ttimeﬁsa i abnormal :

Consequently, Detection probability is analogized
by update frequency of SA-database and it is aid to
evaluate the system.

4.2 Tlocation: ZIauZ :Ttime Model

Initiation Of Time::Tiocation Model is not different
from Time:Tiocation model. The connected process,
Information exchange among components, is advanced
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and the change of Ty, on the relationship between
Tiocation and I among accumulated situation
information, decide the system operation.

read_location()

geTag_me0)  ppp.g _ Send SAIR0

RFID- SA-
! i o ors
l (o) (0 ()

Send_AllInfo()

RFID
Middleware | Tlocation < > Lall

SA Abnormal behavior
Middleware

Figure 7. Tiocation: :Lant: Time model

Tiocation, Which is not corresponding with I,; come
from send_SAlnfo(), is recognized, and when the T,
matching with the Tjgcuion among situation information
increases, the system regards the situation as abnormal
case and then alerts. Like aforementioned model, Time
which is criterion of judgment, is Teime a-

T/ocation <> Ial
Trime = Ttime ++ ! (EZ)
i abnormal :

Success or failure of detecting abnormal behavior
is concluded by update frequency of SA-database. It is
the same as Tiime:: Tiocation model.

4.3 Ly(k)::Ly(k+1) model

Initiation of I,y(k)::Iy(k+1) model is not also
different from Tgme::Tiocaion mModel.  Coincidence
Degree of I,; among accumulated situation Information,
determined that the situation is abnormal case or not.

read_location() gelTag Gime() proo o Send SAInfo()

RFID-T RFID- SA-
Trm) (o)

RFID
Middleware
SA
Middleware

Figure 8. Ly(k)::L,;(k+1) model

Abnormal behavior

The collected User's I, coming from send SAlInfo()
in DPS is transmitted to SA-core by send SAlnfo(), at
that time, the majority of I, are expressed
correspondence or similarity, and then this model
regard current situation as abnormal case and inform a
warning. Differently from other models, the criterion
value of judgment is not Ty, but SA n which is
correspondence or similarity number of [,;; in SA-DB.

Iall(l) = Iall(2) = I2111(3) = Iall(n) (E3)

If n>84 n abnormal

Like other models, success or failure of detecting
abnormal behavior is concluded by update frequency
of SA-database but this model doesn't use Ttime sa
but SA n.

4.4 Integration model for detecting abnormal
behavior

For enhancing detection rate, the three models are
simultaneously applied to abnormal behavior detecting
system. In other words, Time::Tiocation model,
Tiocation: :Lan:: Tiime model, and Ly(k)::I;(k+1) model are
synthetically used to detect abnormal behaviors.

Table 4. Coverage evaluation for integration model

Ttime Tlocation: . Ia.ll Iall(k) covera
: :Tlocation %0 Ttime ::Iall(k+ 1) £ge
T Fixed  Distinguished Fixed H
location place place place
Excess . Little
Time time Excess time interaction H
I Little  Distinguished Consistent H
al interaction  situation situation
I Situation Situation Situation L
P result result result
I Time Location Number H
self primacy primacy primacy
Tiime sa  Standard Standard in t]e;rletltczlfion -
Little Little Standard
SA n . . . .
— interaction  1nteraction

For implementing abnormal behavior detecting
system, each of abnormal behavior models has its own
coverage at which the system can determine whether
the observed case is in abnormal boundary or not.
Table 4 presents the possibility of coverage extension
when applying three models simultaneously. The
approach of coverage extension makes the system
more dependable in the aspect of detecting abnormal
behaviors

5. Evaluation

In this chapter, the prototype of abnormal behavior
detecting system is presented. It is evaluated in terms
of detection rate at SA-DataBase update frequency as
mentioned in the previous chapter. In addition,
detection failure rate is checked by reader’s
performance when reading tag information and
processing them.

5.1 Detection rate of the prototype
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The following figure 9 is the log of the abnormal
behavior detecting system.

[Tine | Data | Evecution Tine| Errar Code |
2005- 4417 - 07 F E

2005 a8 <= 10 0 1] 34 04 03 00 01 04 ED 10 4B 0.110000 [I§

2005- 442l - 07 F E

2005 Wzl - 10 0 1] 84 04 03 00 01 04 ED 10 48 0.084000 [I$

2005- d4:28 = 07 H E

2005 428 - 10 00 1] 84 04 03 00 01 04 ED 10 48 0103000 I8

2005 43— 07 FF E

2005 44 <== 10 0 ] 95 04 03 00 01 04 ED 22 32 0.084000 [I§

2005 44 === 07 I E

2005- 144 <= 10 0 0 9504 03 00 01 04 EO0 22 32 0034000 U8

2005 44 —== 07 i E

2005- 144 <= 10 0 0 9504 030001 D4 E0 37 6D 0.109000 oK

2005 44 -== 07 i E

2005- <= 100 0 9504 0300 01 04 E0 37 6D 0.109000 o

2005 ==» 07 E

2005- <= 100 0 9504 0300 01 04 EO 37 6D 0.110000 o 1
2005 ==» 07 i E

2005-12- : <= 1001 0 94 04 03 00 01 04 EO 90 BB 0.094000 oK

INA-17-73 T4:4R:75  -=» N7 FF ANF =
‘ ILIJ
S[3], Resut ) Log List /-

Figure 9. Log list of the prototype

According to the value from read location(),
Tiocation Of @ unique tag is read and Ty, is recorded by
getTag time(). If originally-constant execution time
was increased, the internal SA-DB must be updated. In
the prototype, even though the execution time is fixed
to 0.094, it rises to 0.100 in the case that SA-DB needs
to be updated. In the figure 9, the increase of execution
time can be confirmed. Although SA-DB is often
updated in the early system operation time, the
frequency is decreased and maintained to a stable level
eventually as the operation time flows. Thus, we can
make sure the fact that the detection rate is increased in
proportional to operation time.

5.2 Detection failure rate of the prototype
system

The prototype of abnormal behavior detecting
system looks like the figure 10.

EETT— T T— i

Stsatize-Aware BFID Systam
=

FID ¥t

v

FID FName | Price.
i Enanceds 0

sl [idme

Password | —
UssdCou
Findvand ox Cloar

Figure 10. Prototype system

The figurel0 is for RFID-T and RFID-R consisting
of the prototype. The windows are for count_form and
login shown in administrator mode. The detection
failure rate of the prototype is as follows.

Table S. The number of detection failure errors of
the prototype system
Number of Measurement Average Reading Error

320 6

The detection failure rate is very small and the
reason for the errors is a congestion problem between
tags. In order to reduce error rate, sensitiveness
calibration between RFID-R and RFID-T is necessary.

6. Conclusion

Based on Situation-Aware computing technology
and RFID system popularly used in the recent time,
this paper proposed an abnormal behavior detecting
system designed on the fundamental technologies: SA-
RFID reader based system architecture and as its core,
SA middleware technology. For the purpose of
detecting abnormal behaviors, three abnormal behavior
models were presented and their evaluation was
conducted with a prototype. Our proposed system can
be easily utilized in practical cases because it uses the
existing general RFID tags easy to access and has an
advantage for no heavy redesigning work started from
a traditional legacy system.

In the future, the extension and refinement of
specification language and compiler for Situation-
Aware computing are needed. Additionally, the study
for inference engine update is needed in order to
provide a quick and accurate response, and refining
feedback for our abnormal behavior models are needed
through continual system experiments and evaluation.
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